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Methodology

This pamphlet is the result of a 12-month project supported by the
Cabinet Office, G4S Global Risks and Thales.

The project draws on existing policy and academic work,
quantitative and qualitative research and conversations with politi-
cians, senior civil servants and representatives from the private sector,
non-governmental organisations (NGOs), academia and the media.

During the course of the project 60 formal interviews were
conducted including with politicians, senior civil servants, intelli-
gence officials and police officers. These interviews were held off the
record.

Research by Ipsos MORI was carried out in early 2007 on the
public’s perceptions of national security. This was further supported
by data from government departments and independent organisa-
tions. In the final stages of the project focus groups were conducted
by Spiral on behalf of Demos with the aim of interrogating the
polling data and providing some contextual analysis.

During the project three seminars with experts were held at
Demos. The first seminar focused on national security as a public
service and asked whether the national security architecture could
learn lessons from the transformation and reform of Britain’s public
services in the past decade. The second seminar focused on open
government and the need to shift the culture from ‘need to know’ to
one that focused on a ‘need to share’ where the responsibility is to
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provide information. The final seminar looked at current and future
threats and hazards to the UK and asked if the national security
architecture could adapt to the twenty-first century.
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Executive summary and
recommendations

There is nothing more difficult to take in hand, more perilous to
conduct, or more uncertain in its success, than to take the lead in
the introduction of a new order of things. Because the innovator
has for enemies all those who have done well under the old
conditions, and luke warm defenders in those who may do well
under the new.

Machiavelli, The Prince

The British government lacks a clear and coherent view of the nature
and priority of risks! to the United Kingdom.

The national security architecture is flawed in its design. The
government remains structured around functions and services with
separate budgets for defence, foreign affairs, intelligence and
development. Whitehall departments, intelligence agencies and the
police forces that make up the security architecture have changed very
little in the past two decades, despite the end of the Cold War and the
attack on the World Trade Center in 2001.

This model of government may have suited the security
environment of the Cold War when the UK faced a threat to its
national survival but the complex and uncertain security
environment demands a fundamental review of how government is
organised. This is especially true if government is to respond to
‘wicked’ problems, issues that are unbounded in time, scope and
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resources. The common, unifying, external threat of nuclear war has
been replaced by a plethora of security challenges such as trafficking
and organised crime, international terrorism, energy security,
pandemics and illegal immigration. They are dangers that are present,
but not clear.

The government remains faced with a set of problems it cannot
solve on its own. In order to respond to the new security paradigm,
the UK’s security architecture must adapt, not just in terms of
processes and structures but in the mindsets of ministers and civil
servants. At the same time, it must develop close relationships with its
‘strategic partners, the private sector and the wider public, which
raises further challenges of transparency, information sharing and
trust.

This pamphlet sets out a definition of and an approach to ‘national
security, a concept understood by some as an abstract notion relating
to the ‘condition of the state) and referred to in security and
intelligence legislation. It argues that the concept of national security
can serve a more vital role, as a principle for organising government.
The pamphlet draws on reforms and innovations from governments
elsewhere in Europe and the United States and suggests some radical
and innovative ideas on which to shape the future of the national
security architecture.

Its core argument is that while the UK government has been able
to ‘muddle through’ by creating new units within departments, merge
teams and allocate more resources for agencies to expand, the present
and future security environment urgently demands a more integrated
and strategic approach. Tinkering with the machinery will continue
to pay short-term dividends but it will only ever achieve marginal
improvements. Long-term success must be based on a more inclusive,
open and holistic approach to national security.

Outline of the pamphlet

Part 1 of the pamphlet describes the new security paradigm and the
response by the UK government to the myriad of global challenges it
has faced in the last two decades. Chapter 1 examines the new security
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environment and explores the public’s response to the security
challenges facing the UK at the beginning of the twenty-first century.
Chapter 2 assesses how well the UK government has responded to
threats and hazards in recent years, outlining the significant successes
and failures of its policies and decisions.

Part 2 of the pamphlet outlines how the government can transform
itself in response to the challenges identified in the pamphlet. The
changes revolve around three essential principles of adaptation in
government:

O the need for a holistic approach to national security, based
on systems thinking, which allows individuals, agencies
and departments to take a much broader perspective than
normal; this includes seeing overall structures, patterns
and cycles in systems, rather than identifying only specific
events or policy options

O the creation of an open and transparent national security
architecture for ministers, civil servants and the
government’s strategic partners — the private sector and
the wider public

O atransformation of the national security architecture
based on the principles of public value, an intellectual
framework for reform in government that, although still
in its infancy, has huge potential for changing the way in
which the government measures its performance and
maintains the trust and confidence of society.

Chapter 3 examines the case for a holistic approach to managing
national security. Initially this will require a robust and
comprehensive strategy to ensure the government is able to identify
priorities in the international system, articulate its approach to
national security, and develop a collaborative framework for action
involving the government’s strategic partners.

The announcement that the government will publish a national
security strategy before Christmas is a step forwards but questions
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remain as to whether it will have any impact on the security
architecture given the short period of time Whitehall has had to
develop a strategy.

Furthermore, there is growing concern that the government is
becoming too focused on international terrorism, to the detriment of
other threats and hazards to the UK. Based on the government’s
national risk assessment (NRA) and intelligence assessments a
national security strategy must seek to identify the government’s key
priorities and place them in context with each other. The chapter
concludes with a number of ideas for reform including the creation of
a national security secretariat subsuming the present Defence and
Overseas Secretariat, the Civil Contingencies Secretariat and parts of
the Security and Intelligence Secretariat (not the assessments staff).

Chapter 4 focuses on the importance of openness and trans-
parency in national security, and how relationships within Whitehall,
between the executive and Parliament, and the government and the
public must be based on a set of firm principles for making national
security transparent, accessible and accountable for all. The chapter
ends with a number of ideas for change including the case for
developing a technology platform for sharing information among
Whitehall departments, agencies and police based on the success of
Intellipedia in the United States.

Chapter 5 argues that departments and agencies within the
national security architecture must learn the lessons from the past
and current wave of public service reform, particularly how
departmental performance is gauged and measured. Given the
problems associated with the current performance model, which
focuses too heavily on targets, departments within the security
architecture need to adopt a more nuanced approach to ‘targets’
based on a mixture of outcomes and observation.

Instead of performance criteria based largely on statistics (such as
the number of police in Afghanistan) the government should
experiment with quantitative data supported by contextual narrative.
This will mean increasing the amount of data and information on
issues such as conflict prevention, and poverty reduction strategies
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from a wider set of sources including NGOs and the private sector.

This will be essential if the government is to identify progress in
relevant policy areas and for acknowledging success and failure in the
system. Such an approach will also become increasingly important in
order to maintain the trust and confidence of the public in the
government’s ability to respond to the threats and hazards of the
future. The chapter concludes with some ideas for change.

The pamphlet ends with a summary of the new approach to
national security.

Recommendations
National security strategy

1. A national security strategy has the potential to
transform the way government approaches issues
of national security but the development of a strategy
must be comprehensive and supported across the
political spectrum, within Whitehall and by the
public.

2. While the publication of a national security strategy is
welcome the government should go further and create a
national security secretariat, based in the Cabinet Office
and subsuming the Overseas and Defence Secretariat,
Civil Contingencies Secretariat and parts of the Security
and Intelligence Secretariat.

3. In collaboration with the prime minister and cabinet the
national security secretariat should identify three to five
most serious and immediate priorities for UK national
security. These might be serious and organised crime,
counter-proliferation, counter-terrorism and energy
security.

System reform

4. The government should create networks across
Whitehall on issues such as ‘governance and rule of law’,
‘trade and diplomacy’, ‘climate change’ and ‘security
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7.

sector reform’. This will require changed departmental
structures based more heavily on teams and projects,
which are able to call on expertise from outside. These
networks will be the responsibility of a senior civil
servant, accountable to both a minister and Parliament.
Clarification of ministerial roles on issues of national
security is needed. At present too many key policy areas
or departmental units in government have little or no
ministerial leadership. This is not a call for a new
ministerial post in the Cabinet Office on security but
rather a plea for better ministerial oversight on a range of
policy areas such as security sector reform and conflict
prevention and on units that fall between departments
such as the new Stabilisation Unit.

Public value must become the intellectual framework for
public services and national security.

A national training centre should be created for the
intelligence agencies and law enforcement.

Based on the current IT programme SCOPE, the
government should go further and create a similar
system of information-sharing software based on the
successful Intellipedia in the US.

Accountability and oversight

16

9.

10.

11.

The post of ‘spokesperson on national security’ should
be created and based in a new national security
secretariat.

The government should make public an annual threat
assessment.

A quadripartite parliamentary select committee on
national security should be created — bringing together
existing select committees that focus on UK national
interests, security and defence policy. The government
must allocate more resources to parliamentary select
committees including a panel of national security experts
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12.

who can be called on to undertake investigations in
specialist areas.

The Intelligence and Security Committee (ISC) should
not become a parliamentary select committee. Instead the
ISC should be strengthened by recruiting a team of
independent investigators while more resources should
be provided for the ISC secretariat.
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Part 1
Britain and the
world today







1. A new security
paradigm

There is a danger that we fail to stand back and reflect and . . .

make the long-term cool-headed assessment we need to have

about the likely repetition of such events and to decide what, for
the long term, needs to be done to strengthen our security.

Rt Hon Gordon Brown MP, Chancellor of the Exchequer,

13 February 2006

The world is in a constant state of flux. Emerging economies,
fledgling democracies, conflicts and natural disasters cover the globe
like pieces from a kaleidoscope. Globalisation continues to drive
change across the world at unprecedented speed. Innovations in
technology, changing demographics, and revolutions in the global
economy are transforming the structures and hierarchies of societies,
business and government. The world, it is said, is becoming flat,2 a
term coined by Thomas Friedman to describe the convergence of
political and economic, social and technological forces across the
globe.

In the past most individuals in society were confined to limited
roles, bypassed in the circulation of knowledge, power and capital.?
Today, knowledge is no longer the preserve of a few states, elite
institutions or a handful of individuals. The flow of goods, people
and commerce has created an atlas of ideas.4 As Charlie Leadbeater
and James Wilsdon argue:
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Reverse migration . . . heralds a new phase of globalisation, one
in which ideas and innovation will flow from many more
sources. In the last 30 years, global supply chains have trans-
formed how we make products. Our pensions, savings and bank
accounts now depend on seamlessly connected global markets.
Something similar is about to happen to the way we develop and
apply ideas. Innovation will emerge from global networks that
link research, testing, development and application.5

The flow of capital has transformed the global economy. The surge of
capital into emerging markets stood at US$235 billion in 1996, five
times the level in 1990. In 2005 technological innovations and faster
communication networks saw capital flows topping $6 trillion.

The dynamism and vibrancy of this interconnected world has the
potential to create wealth, freedom and security. More trade in goods
and services, and better movement of capital has aided investment
and development, while global opinion, mobilised through new
technologies, has focused our attention on human rights in countries
such as Burma, and on environmental problems such as the melting
of the polar ice cap.6

Such a connected world, however, is increasingly vulnerable to
shocks, disruption and uncertainty anywhere in the system. At the
time of writing, the global economy looked fragile. Oil recently
reached a new high at a record US$80.36, wheat hit a new record of
$9.11 a bushel after the US Department of Agriculture predicted
global stockpiles would shrink to a 30-year low, and gold hit a 17-
month high. All of which symbolises the nervousness and
vulnerability felt in the market place.

In this global network, issues switch effortlessly from the domestic
to the international arena, and increasingly diverse interests need to
be coordinated and harnessed. To take one recent example from the
business world, in August 2007 underlying fears relating to the
collapse of the so-called sub-prime mortgage market in the United
States wiped billions of dollars off the value of shares owned by
individuals and institutions in London and around the world.”
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A new security paradigm

As former Prime Minister Tony Blair suggested in 2006,
globalisation has profoundly changed the nature of our society:

It forces businesses and people to step up a gear simply to keep
abreast with the pace of change: commercial transactions are
completed without delay, communications happen instantly;
goods can be moved rapidly without delay.

Government is not immune from these changes. For it to
continue to maintain its legitimacy, it needs to change its
outlook radically.8

The UK government has found it hard to intervene effectively in
political and economic problems with changes in the global system
often reverberating unpredictably throughout British society:
cartoons shown in Danish newspapers create civil unrest on the
streets of London; drugs from the poppy fields of Afghanistan lead to
violence on Glasgow estates; while hurricanes off the west coast of
America raise the price of petrol in the UK.9 Cause and effect are no
longer close in time and space.

A new security paradigm

The emerging new security paradigm has it roots in the early 1990s
and the end of the Cold War but it was not until the attacks on the
World Trade Center on 9/11 that the government began to
comprehend the scale of the challenges that the international system
faced. The collapse of the Soviet Union did not bring about a radical
change in the international system. Since 9/11, however, the
government has struggled to describe and respond to a radically
changing security environment. This has not been a calm and
detached intellectual exercise but one that has been accompanied and
influenced by a series of diplomatic shifts and noisy events.10 The
focus of 9/11 was the threat of international terrorism, but the event
raised our awareness of how fragile our international system was. In
doing so it renewed the focus of governments on other emerging
security challenges such as the threat from organised crime, and
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energy security. At the heart of this paradigm are five drivers of
change, or tectonic stresses as Thomas Homer-Dixon labels them.
These are:

O population stress arising from differences in the
population growth rates between rich and poor societies,
and from spiralling growth of megacities in poor
countries

O  energy stress — above all from the increasing scarcity of
conventional oil

O environmental stress from worsening damage to our land,
water, forests and fisheries

O climate change from changes in the makeup of our
atmosphere

O  economic stress resulting from instabilities in the global
economic system and ever-widening income gaps between
rich and poor people.!!

As figure 1 illustrates, risks are increasingly interconnected and no
longer clearly delineated in time and space. These tectonic stresses
drive multiple risks — threats and hazards which are becoming ever
more familiar to the UK: serious and organised crime, international
terrorism, the proliferation of weapons of mass destruction (WMD),
espionage, fragile states, natural disasters, pandemics, energy security
and attacks on the critical national infrastructure.

Thus, in the past seven years, the government has directly and
indirectly responded to and managed ongoing operations in the
Balkans; the threat from the H5N1 virus; the terrorist attacks on the
World Trade Center on 9/11; operations in Afghanistan and Iraq; the
Boxing Day Tsunami; failed states such as Sierra Leone; the successful
and failed terrorist bombings on the London transport network;
Hurricane Katrina; the Pakistan earthquake; the explosion at the
Buncefield fuel depot; the crisis in Lebanon; and severe flooding in
parts of the UK.
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Figure 1. Visualising the interconnections between
global risks
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Shocks, disruption and uncertainty

Three consequences arise from this interdependent world. The first is
that shocks, disruption and uncertainty continue to have a greater
immediate impact on British society than in the past. For example, in
2003 a 40-minute power cut brought chaos to London and the
southeast affecting over 250,000 people and leaving trains stranded
and 60 per cent of the tube network affected.

A second consequence, given the multitude of trends, is that events
often take us by surprise. As Nassim Taleb suggests:
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Our track record in predicting black swans [random events] is
dismal; yet by some mechanism called the hindsight bias we
think that we understand them. We have a bad habit of finding
‘laws’ in history (by fitting stories to events and detecting false
patterns); we are drivers looking through the rear view mirror
while convinced we are looking ahead.12

The Cuban missile crisis appeared virtually out the blue, as did the
rise in oil prices in the early 1970s.13 Western intelligence agencies
were caught by surprise by Saddam Hussein’s invasion of Kuwait in
1990,14 with the testing of nuclear weapons in 1998 by India and
Pakistan, and most recently by the attacks on 9/11.

Natural disasters are also no exception. In the aftermath of
Hurricane Katrina, Homeland Security Secretary Michael Chertoff
said that government officials had not expected both a powerful
hurricane and a breach of levees to flood the city of New Orleans. But
this was not exactly true. In July 2004 the Federal Emergency
Management Agency (FEMA) had run a major disaster simulation
exercise in which Hurricane Pam hit the New Orleans area. ‘The
virtual storm brought winds of 120 mph, 20 inches of rain in parts of
southeast Louisiana, and storm surges that topped the levees and
flooded the New Orleans area.!5 As the committee chairman Tom
Davis said:

Hurricane Exercise Pam was so very prescient. And yet Katrina
highlighted many, many weaknesses that either were not
anticipated by Pam, or were lessons learned but not heeded.
That’s probably the most painful thing about Katrina, and the
tragic loss of life: the foreseeability of it all.16

Seven years before the Asian Tsunami, Samith Dhamasaroj, then
director general of the Thai Meteorological Department, warned of
the possibility of a devastating tsunami hitting the country’s southern
coast, and suggested placing early warning systems in three tourist
destinations. Not only did senior officials ignore him, but some
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provinces banned him from entering their territories as he was
damaging their image with foreign tourists.!7

Closer to home, in summer 2007 the British government came
under fierce criticism from politicians, local authorities and the
public for not doing more to prepare flood defences in Yorkshire,
Lincolnshire and the Midlands. In response to the criticism the chief
executive of the Environment Agency, Baroness Young, said that no
matter how much preparation there had been, there would still have
been some flooding. She argued, ‘the Met Office had warned of heavy
rain, but they can’t be specific [because] it is difficult to anticipate
where these events will happen’.18

A third and final consequence of this new paradigm is the
emergence of risk in private and public sector management thinking
to become an organising concept.!® A primary objective of risk
management is the ambition to measure everything by forging an
intimate conceptual connection between impact and measurable
probability. This ambition is the result of a wider cultural trust in
numbers and although it is accepted that threats and hazards may be
difficult to define and a probability analysis may be imperfect, a vast
industry has grown up to support the government in attempting to
manage such risks.

Managing risk is not only the focus of national governments but of
international organisations. In January 2007 the World Economic
Forum (WEF) recommended that country risk officers should be
appointed in governments to provide a focal point for mitigating
global risks across departments, learning from private-sector
approaches and escaping a ‘silo-based’ approach.

A twenty-first-century paradox

For all the frenetic activity of government, policy initiatives, large-
scale set piece exercises and ministerial announcements, it is an
intriguing paradox of the last two decades that while national security
has become more frantic and urgent the real world has afforded the
UK a relative lull from the most dangerous threats to the nation.20
This goes to the heart of our everyday lives too. The sociologist Lee
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Clarke suggests that the great paradox [of today] is that despite the
greater risk of ‘worst cases’ society has never been safer or healthier.
To prove this Clarke compares two earthquakes in Turkey and the US
suggesting that, ‘even the poorest denizens of the rich, modern world
are vastly better off than their counterparts in the third world ...a 7.4
magnitude earthquake broke near Izmit, Turkey, on August 17, 1999,
and killed seventeen thousand; a 6.8 magnitude quake hit the Seattle
area on February 28, 2001, and one guy died from a heart attack,
although seventeen thousand were left without electricity for a
time’2!

This emerging paradox has been driven in part by the impact of
globalisation on society and society’s response to a more benign
security environment. People certainly feel less safe and fear more
because of the rising speed and global connectivity of our activities,
technologies and societies, which have exposed them to potential
risks more frequently. Furthermore the population tends to see
security threats through the prism of local and current issues. In
polling conducted by Ipsos MORI for Demos, 59 per cent of the UK
population felt they were generally safe in the UK today but 62 per
cent believed that Britain was now under greater threat of violent
attack than at any time since the Second World War.22

The paradox is further exacerbated by the shrinking authority of
government and the lack of trust in political parties, in terms of their
ability to respond to the wide-ranging risks and their ability to
articulate the complexities of national security in an open and
accessible manner.

On the one hand this is a result of the limitations of government to
effect change, but it is also a reflection of the government’s
determination to pursue a legislative approach rather than to review
current approaches. In the past decade, for example, the government
has passed some 53 acts of Parliament dealing with counter-
terrorism, crime and criminal justice. Strikingly, this figure exceeds by
ten the total number of such acts (43) passed in the 100 years leading
up to 1997. In the process, the government has created somewhere
between 1018 and 3023 new criminal offences and by 2006 the Blair
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Table 1. People’s rating of the most worrying issues in
Britain (1997-2007)

2007 2003* 1997*

(%) (%) (%)
Crime and violence 51 50 68
Immigration and control 45 44 15
Terrorism 33 42 21
Health care 30 40 N/A
Education 21 23 N/A
Poverty and social inequality 20 23 39
Threats against the environment 17 14 19
Taxes 17 18 12
Unemployment (and jobs) 12 12 45
Maintaining the welfare state 11 17 25
Corruption and financial or political scandals 10 11 15
Don't know 2 0 1

*2003 base (972), 1997 base (1010), data recorded by telephone interviews
Source: Ipsos

government had spent more per head on law and order than any
other country in the OECD.23

As the research by Demos and Ipsos MORI shows, however,
legislative activity coupled with extra resources for police and the
creation of a new agency to deal with organised crime has not
achieved the significant reductions in people’s perceptions of serious
crime and violence (see table 1). Security commentators in academia
and the media have suggested that this is partly down to the fact that
the increase in legislation has made no impact on crime and security
as there has been a shortage of effective administrators to run the
services over which it provides the overall result. The Economist went
one stage further by suggesting that the Home Office was ‘not bad at
churning out legislation, but pretty useless at implementing it’.24

This pressure to be seen to be active is explained by the govern-
ment’s former intelligence and security coordinator David Omand,
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who suggests that: ‘what drives ministers and officials is genuine fear
for public safety and, of course, concern that they will be found
wanting by the public if they are not seen to be doing everything in
their power. They are burned by media firestorms demanding public
reassurance after each plot uncovered or adverse judgement in the
courts.25

The government’s approach to this paradox can partly be
explained by the fact that public perceptions tend to be at odds with
the real nature of risks. For example a day after the destruction of the
World Trade Center, a commentator predicted in the Los Angeles
Times that the next big thing would not be ‘some new technological
innovation or medical breakthrough’ but ‘is likely to be fear’.26 As the
sociologist Frank Furedi argues:

The past decade has seen a veritable explosion of new dangers.
Life is portrayed as increasingly violent. Children are depicted as
more and more out of control. Crime is on the increase. The food
we eat, the water we drink, and the materials we use for every-
thing from buildings to cellular phones, have come under
scrutiny.27

This description is not only applicable to individuals within society. It
is apparent in the discourse and actions of governments around the
world. As Wolfgang Sachs neatly put it in 1993:

The North . . . no longer talks of the South as a cluster of young
nations with a bright future, but views it with suspicion as a
breeding ground for crises. At first, developed nations saw the
South as a colonial area, then as developing nations. Now they
are viewed as risk-prone zones suffering from epidemics,
violence, desertification, over population and corruption. The
North has unified its vision of these diverse nations by
cramming them into a category called ‘risk’28

Yet there are few if any encouraging signs that this twenty-first-
century paradox has been understood. Immediately after the London
bombings, then Prime Minister Tony Blair stated ‘the rules had
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changed’ Recently Home Office Minister Tony McNulty admitted
that the government had made mistakes since the 7/7 terrorist attacks
suggesting that two years later, ‘the government was coming round to
the view . . . the rules of the game haven’t changed.?® More
symbolically perhaps the Home Office recently changed its focus
from working towards a ‘safe, just and tolerant society’ to ‘protecting
the public, securing our future’30

The case for reform

The national security architecture has yet to adapt to the twenty-first
century. Existing habits of thought and institutions remain
powerfully conditioned by the concept of the nation state that has
dominated Western thinking since the seventeenth century. Today
power is dispersing around and through the nation state. This is most
apparent in the blurring of three traditionally important distinctions
— between domestic and international spheres; between policy areas;
and between public, private and non-profit sectors.3!

This change is significant but rarely considered within con-
temporary discussions on domestic and foreign policy. The challenges
faced by governments, such as terrorism, pandemics and immigra-
tion, for example, cannot be solved by one government but demands
collective action by a global community.32

Immigration is a useful illustration of the mismatch between what
drives international issues and how we address them. Aside from
forced migration due to conflict, persecution, trafficking or
environmental disasters, economics remains the driving force. Yet
policy approaches to it derive from the older vision of international
politics, one dominated by notions of border controls, citizenship and
sovereignty.33 As Michael Barber, the former head of the Prime
Minister’s Delivery Unit (PMDU), suggests:

We have experienced the biggest wave of immigration since the
1950s and 1960s, indeed perhaps ever, and while the economic
benefits are apparent, the wide ranging social implications for
the long term have barely been touched on. Indeed, because
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much of the immigration has been illegal, the government has
sometimes preferred to narrow the scope of the debate. Yet 30 per
cent of London’s present workforce was born outside the UK.34

Immigration symbolises the serious institutional mismatches that
exist between the problems that need to be addressed and the
institutional arrangements for doing so.35> This should come as no
surprise given that the current government structures and processes
were designed for a world that was more stable and simple than at
present.

And herein lies the problem. Ministers and civil servants recognise
the inherent complexity of the present security environment but are
not able to respond to it.

There are numerous reasons for this. The first is that the
underlying assumption in government remains the explicit need to
maintain the status quo and with it stability over the short term. As
Geoff Mulgan argued in an article in Prospect magazine, ‘governments
overestimate their power to achieve change in the short term, and
underestimate it in the long term’36 Homer-Dixon suggests one other
reason for this:

If we can get away with denying or ignoring the problem — like
the international economy’s chronic instability or building more
houses on flood plains — we do so. We tell ourselves that the
challenges aren’t that serious and then simply continue with
business as usual. Sometimes, lo and behold, benign neglect is
the best strategy, and we muddle through successfully.37

‘Muddling through’, however, is not sustainable in the twenty-first
century, and improvisation can only ever be second best to a strategic
approach in the long term. This is especially true in a world that is so
interconnected. Moreover, muddling through has succeeded in the
past only when a government has wished to maintain a policy or
retain the initiative. In truth, few governments today can claim to set
the agenda.
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Second, governments invariably seek to reduce a problem to its
constituent parts, even if, in some cases, that causes problems further
along the way. This is partly explained by the need for simplifying
narratives to explain complex areas of policy, but it also stems from a
dangerous tendency to ‘seek out and relay the information that
confirms “our world view”. And the further away one is from reality
the worse the tendency is.38

This is further exacerbated by the reality that national security
issues remain a subject for a small group of individuals in
government. Such has been the mystique surrounding national
security, and the perception that individuals working in the area of
national security have an expertise above and beyond other civil
servants, that it has been rare for questions to be raised about the
state of the national security architecture, whether it is fit for purpose
and what reforms may be necessary.

Recent reviews into the capacity of the security architecture have
largely (with one or two exceptions) resulted in extra resources for the
police and intelligence agencies rather than necessary reform.39
However, although few would question the necessity of extra resources,
concerns remain that faults in the national security architecture lie
less with constraints over resources than with the seeming inability of
the architecture to reform in light of new threats and hazards.

Furthermore there is a real concern among some members of the
security and intelligence community that departments and agencies
(including the police) are becoming too focused on international
terrorism to the detriment of other security challenges.

This is not just an issue for the UK government but a debate that is
currently being had in the United States. Bill Bratton, chief of the Los
Angeles Police Department (LAPD), recently argued that the US
government was putting crime reduction gains during the past 15
years in jeopardy by switching too many resources from mainstream
policing to counter-terrorism. In an interview in October 200740 he
suggested that ‘the federal government is a one-eyed Cyclops’ only
able to focus on one thing at a time. This is worrying given the
obvious parallels with the end of the Cold War and the inability of
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governments to meet the challenges of the 1990s, including the rise of
international terrorism.

A final reason for the lack of reform of the UK’s national security
architecture is the reputation the government enjoys within the
international community. Governments and administrations look on
enviously as the UK government is seemingly able to harness the
power of Whitehall for negotiations in the European Union,
coordinate a response to an unfolding tragedy thousands of miles
away, or bring its influence to bear on the US administration.

Fit for what purpose?

The need for government to adapt to the twenty-first century has
been argued for by Tony Blair and by the Cabinet Secretary, Sir Gus
O’Donnell, in 2006. The capability reviews, led by the Cabinet Office,
were aimed at driving improvement and a more joined-up approach
in government which, Sir Gus suggested, would, ‘pose some
significant challenges to the machinery of government but above all
to the leaders of the civil service’4! The challenge of creating a more
joined-up government is described by Paddy Ashdown in his recent
book Swords and Ploughshares:

[T]here is no legislative framework to ensure coherence
between departments; no mandate for the Cabinet Office
to provide this coordination and leadership; no regular, joined
up oversight of overseas and domestic policies, except at the
highest level; no joined up, working-level staff structure to
coordinate the full range of overseas commitments and ensure
effective implementation of ministerial decisions
Departments are still focused on their own policies, their own
budgets, their own cultures . . . The FCO division of the world
nations in its departments bears no relation to the MoD’s
organisation, which, in turn, is different from the security
agencies’ approach . . . there are no fewer than six Whitehall
units that deal with conflict issues and many of these have
overlapping mandates.42
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Many of the examples that frustrated Ashdown can be found in the
capability reviews of the Foreign and Commonwealth Office (FCO),
Ministry of Defence (MoD), Department for International
Development (DFID) and Cabinet Office. For example, the FCO
capability review states that:

the 2006 white paper provides a high-level statement on the
FCO. However this statement has not consistently been turned
into detailed working agreements with other departments . . .
This means there is no single, widely understood and accepted
mechanism in Whitehall for agreeing roles and responsibilities,
and clarifying accountability.43

The MoD capability review focuses primarily on its ‘insularity and
reluctance to consult and work with others in the formulation of
strategy and policy’. This can be changed, the review goes on to state,
by taking ‘steps to make its work more accessible — even down to
changing the language for different audiences or revising security
classifications where possible’.44

For the DFID, the capability review takes issue with the lack of
change in the department stating: ‘it is not yet evident that senior civil
servants in the Department genuinely accept the need for change and
take responsibility for making change happen’. Furthermore, ‘there is
insufficient challenge within the culture of the Department, including
at board level. Only 42 per cent of DFID’s senior civil servants feel
that it is safe to speak up and challenge the way things are done in the
Department.’4>

The role of the Cabinet Office in national security has been seen as
paramount. And yet the Cabinet Office needs to:

define and clarify how the Cabinet Office is organised around its
three core functions; supporting the Prime Minister, supporting
the Cabinet, and strengthening the civil service, with a clearly
stated rationale for each. In the absence of such clear definition,
it is easy for confusion to arise amongst both staff and external
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stakeholders as to which particular capacity — directing,
enabling, enforcing, coordinating, or informing — a particular
unit of the Cabinet Office is working in.46

The truth is that very little of what the capability reviews about
Whitehall departments had to say was new. In March 1967 for
instance, the Secretary to the Cabinet, Burke Trend, wrote a personal
note to Prime Minister Harold Wilson on the deficiencies of the
Cabinet Office machinery relating to politico-military planning and
the intelligence services. In his note Trend outlined his concerns over
the lack of coordination and planning in government on security
issues as well as the weakness of collation and distribution of
intelligence throughout Whitehall.47

This lends further weight to criticisms made of the government’s
current response, which suggest that the present approach:

demonstrates classic bureaucratic and organisational inertia,
where policy is not determined by the nature of the challenge,
but by the nature of the tools available, which have to be shown
to be relevant and effective . . . critics argue, there has been a
failure to understand the real meaning of 9/11, and a
consequent unwillingness to devise new policy tools — or at least
— to reconfigure existing procedures and mechanisms.48

Furthermore these criticisms serve to highlight the growing dis-
connect between politicians and civil servants on reforms in
government. In a speech to the Royal United Services Institute
(RUSI), Gordon Brown stated that ‘national and international action
for security is inextricably linked and security issues dominate
decisions in transport, energy, immigration and extend to social
security and health’.4

Brown’s argument was clear. National and international security
are connected and no longer the preserve of one or two departments
but the responsibility of all of them.

So it was interesting to note that the permanent secretaries of each
of the MoD, FCO and DFID state in their introductions to the
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capability reviews that ‘we have been meeting regularly as permanent
secretaries of the “international departments” to discuss shared
issues’50 Although this is positive in one respect, it does highlight the
underlying assumptions of ministers and senior civil servants — that a
divide between international and domestic departments remains
intact regardless of political rhetoric.

Intelligence

With the end of the Cold War the government sought to decrease the
overall amount it spent on security and defence. Spending on the
armed forces and relevant departments steadily decreased as did the
number of civil servants. The budgets of the intelligence agencies had
also steadily decreased and in the case of the Secret Intelligence
Service (MI6) this amounted close to 25 per cent of its total budget, a
significant reduction, and resulted in a situation where numerically
the agencies combined were historically at their smallest.5!

While it may have seemed logical to reduce the agencies’ resources
in light of the Soviet Union’s demise, with hindsight this approach
seems flawed and lacking in foresight. With the end of the Cold War
came a plethora of risks the agencies had to respond to and this came
with no major increase in funding. As such the agencies’ process of
internal reform was slow and cautious.52

In the past six years the intelligence agencies have been forced to
adapt to the changing security environment and with extra resources
have been successful in intercepting terrorism but there remains a
general question over the role of intelligence in the twenty-first
century, what it does and for whom.

At a time when the government receives ‘intelligence’ from myriad
sources, such as BBC Monitoring, Bloomberg News, Oxford Analytica
and The Economist Intelligence Unit, the intelligence community
‘remains mired in institutions, processes, and habits of mind that
have been appropriate to the Cold War but manifestly are not now.
Agencies need to be reshaped for an age of information. This is a time
to re-examine first principles, which are now open to question in a
way they haven’t been for half a century’>3

Demos 37



National Security for the Twenty-first Century

This is crucial given how overstretched the intelligence services are
and the amount of information the agencies and the police must sift
through. In the case of the July 2005 bombings in London, for
example, 12,500 statements were taken; 5000 exhibits were examined
forensically; and more than 6000 hours of CCTV footage had to be
examined.>4

Puzzles and mysteries

To understand the challenge of intelligence in the twenty-first century
it is helpful to make the distinction between puzzles and mysteries. A
puzzle is when and where the next terrorist attack will be in the UK.
The intelligence agencies, specifically the Security Service (MI5) and
police, may have some information concerning potential terrorists
and a likely target but they will not have the whole picture. The key to
identifying the terrorists’ whereabouts and the potential target will
come from a mixture of human intelligence (HUMINT) and signals
intelligence (SIGINT). The problem of what would happen in Iraq
after the toppling of Saddam Hussein was, by contrast, a mystery. It
wasn’t a question that had a simple, factual answer. Mysteries require
judgements and the assessment of uncertainty and the hard part is
not that we have too little information but that we have too much.55

In this new security paradigm, therefore, analysts and policy-
makers will continue to need access to traditional intelligence but it
will become even more necessary to build partnerships with external
communities — academics, think tanks, NGOs and the private sector —
in order to create a clearer picture of the security environment.

Collaborating in government

Since 9/11 and the July 2005 bombings the intelligence agencies have
seen a rapid increase in their respective budgets. In 2001 the budget
for security and intelligence was £1 billion. In 2007/08, it is estimated
this will be £2.5 billion. With new resources MI5 has been able to
mount a period of reorganisation, which includes regional centres
across the UK as well as a major recruitment drive. At the same time
the Metropolitan Police has merged its Special Operations units SO12
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and SO13 to form the Counter-Terrorism Command (CTC), also
known as SO15. Although more resources are clearly needed there is a
danger that extra resources will mask the need for agencies and
departments to collaborate, preferring instead to use resources to
develop their own capabilities.

Collaborating across government and agencies often fails to
challenge the traditional processes, and on occasions is ignored by
ministers and civil servants who believe it will not demonstrate real
change. Two examples highlight this approach: the recent decision to
split the Home Office and the creation of the Post Conflict Recon-
struction Unit to ‘strengthen the UK’s ability to help achieve a stable
environment in countries emerging from conflict’.>6

The decision to create a Department for Justice while leaving the
Home Office to concentrate on terrorism, drugs, policing, security
and immigration was questioned inside and outside government.
Although there was little doubt that the government’s strategy on
counter-terrorism needed refreshing and the confusing lines of
accountability in the Home Office and Cabinet Office made more
simple, the announcement of the split to take place over only a few
months caused a sensation immediately through Whitehall and
beyond.

The split of the Home Office was a result of an internal review on
the government’s counter-terrorism strategy led by then home
secretary John Reid. The review was seen by most senior civil servants
and political commentators as being ‘one part review to two parts
political manoeuvring,57 and caused widespread opposition with at
least three previous home secretaries openly hostile to the proposed
plans. Furthermore, it was a review that was seemingly led by a small
team in the Home Secretary’s office and which resulted in a regular
diet of spin, including the notable headline from The Times, ‘Reid to
be MI6 security chief’.58

The Guardian meanwhile suggested that ‘the secrecy of planning
for change, a deadline that looks more political than practical and the
pall of confusion still shrouding who does what, all suggest its first
objective is evidence of action, even if it comes at the cost of delaying
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the intended benefit of a sharper focus on fighting terrorism’5 One
senior civil servant in the FCO conceded:

We've spent six months actually dealing with the machinery of
government rather than dealing with the policy and the pursuit
of the terrorists. There has been a lot of diversion of time in
dealing with bureaucratic issues as it were . . . I'd like to think
we’re about at the stage where all the structures have settled
down and we’re about to get back on to refreshing policy and
being effective at counter-terrorism.s0

One reason for deciding to divide the Home Office was the feeling
that attempts to collaborate on different strands of counter-terrorism
had not succeeded. Instead of pursuing a more collaborative
approach to counter-terrorism and developing a set of more
innovative ideas a swift and relatively uncomplicated division of
responsibilities was seen as the more suitable approach.

In the short term the division may have created a greater sense of
accountability and clarity within the Home Office by creating an
Office for Security and Counter-Terrorism (OSCT)6! led by a new
director general. The Prime Minister also appointed Lord West, a
former Chief of the Naval Staff, as Minister for Security and Counter-
terrorism responsible for the OSCT. However, cracks have begun to
appear, noticeably between the Home Office and the Ministry of
Justice on prisoner numbers but more worryingly on the role of the
OSCT itself, which to date has focused solely on counter-terrorism
and not on wider security issues.

Second, joined-up approaches often fail to change the underlying
culture of government departments. The creation of the Post Conflict
Reconstruction Unit (PCRU) is a testament to this approach:

Firstly, the PCRU . . . was conceived as an add-on for
government, not as an integral coordinating and directing part
of it. Creating little bureaucracies, each with a national flag on
them, is the easy bit. The hard bit is to re-think our whole
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approach to this, reshaping the inter-relationships of govern-
ment, creating a national capability to match these and, perhaps
most importantly, investing in an international structure to
carry it out.62

In this case the problem was further compounded by a lack of
political leadership (there is no single minister to whom the PCRU is
responsible to), which led to the PCRU being rejected by DFID, its
parent department. This meant ‘its role had been reduced from an
organisation whose primary purpose was strategy development and
crisis planning, to one whose primary purpose is to be an occasional
service provider facilitating those already engaged in the existing
crises in Afghanistan, Iraq and elsewhere’.63

The government seems to have accepted some of the above
criticism with the new Comprehensive Spending Review (CSR)
stating that the PCRU will become a new Stabilisation Unit with a
mission to:

fill critical capability gaps in UK and international operations
such as the rule of law, governance and policing advisers. The
Stabilisation Unit will also facilitate ~cross-government
assessment and planning to stabilise countries emerging from
conflict, and will identify and integrate lessons from UK
interventions into future stabilisation activities-64

Although this new development is welcome (the new unit will
manage a new conflict prevention pool) and suggests that there has
been some genuine thinking on how to better focus the government’s
energy and resources for post conflict operations, serious questions

remain over whether it will have the necessary impact on the culture
of Whitehall.

A failure of imagination

One of the most serious criticisms levelled at the UK government is
the lack of imagination within government on developing responses
to threats and hazards. This criticism has been made privately with
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reference to the lack of experimentation with the national security
architecture and more publicly regarding the failures of intelligence
post 9/11, such as the review of intelligence on weapons of mass
destruction by Lord Butler.65

As Lord Butler noted in his review, ‘well developed imagination at
all stages of the intelligence process is required to overcome
preconceptions’ There is a case for encouraging it by providing for
structured challenge, with established methods and procedures, often
described as a ‘devil’s advocate’ or a ‘red teaming’ approach. Although
the focus of Lord Butler’s criticisms was concerned with the
intelligence process, his point that ‘there should be well developed
imagination’ is valid across the security architecture.

This may also assist in countering another danger: when there are
many variables, on any one of them the number of experts working
on them may be dangerously small, and individual, possibly
idiosyncratic, views may pass unchallenged. There are two reasons for
this. First, so much of what goes down in history as ‘intelligence
failures’ results from assumptions — ones that are often derived from
mirror imaging — asking what we would do if we were in someone
else’s shoes.

In Blink the author Malcolm Gladwell describes Paul Van Riper’s
big victory. Van Riper was a Marine Corps veteran who was asked to
take part in Millennium Challenge, a war gaming exercise created by
the Pentagon. Divided into the blue team (Pentagon) and red team
(Van Riper), the exercise aimed to test some new and radical ideas
about how to go to battle. As Gladwell explains:

On the opening day Blue team poured tens of thousands of
troops into the Persian Gulf . . . They parked an aircraft carrier
battle group just offshore of Red Team’s home country . .. They
acted with utter confidence because their Operational Net
Assessment matrixes told them where Red Team’s vulnerabilities
were, and what Red Team’s next move was likely to be. But Paul
Van Riper did not behave as the computers predicted . . . On the
second day he put a fleet of small boats in the Persian Gulf . . .
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then without warning, he bombarded them in an hour-long
assault with a fusillade of cruise missiles. When Red Team’s
attack was over, sixteen American ships lay at the bottom of the
Persian Gulf.66

Organisations and people must change their way of perceiving risk,
from thinking about probabilities to identifying possibilities. Take the
example of 9/11. The American intelligence community has been
roundly criticised for failing to pay adequate attention to the
numerous signals prior to 9/11 that al Qaeda was planning a large
attack. One reason is that probabilism blinkered their vision. Between
1998 and 2001 the FBI and CIA received information from several
sources that terrorist organisations, including al Qaeda, were
planning some sort of attack with hijacked aircraft. One plot was
to fly an explosive-laden plane into New York’s World Trade Center.
Neither the FBI nor the Federal Aviation Administration acted on
the information, however, because they ‘found the plot highly
unlikely’.67

Only a handful of imaginative approaches to national security have
been discussed in government and in political debate more widely but
they have often fallen short of expectations in both their scope and
delivery. For example in late July 2007, the Conservative Party’s
National and International Security Policy Group published their
report ‘An unquiet world’68 The paper painted a picture of the
security environment and called for a balanced approach to [the
UK’s] closest international relationships; a ‘partnership for open
societies’ in the Middle East; and the appointment of a cabinet-level
security minister dedicated to protecting Britain from terrorism.6°

In launching the group’s final report, Dame Pauline Neville-Jones
argued that the ‘need to look after the UK security should be our top
priority, not as a matter of counter-terrorism and the armed forces,
but as a much broader conception that we have’70 It was the first
attempt by a political party to develop a national security approach,
which a Guardian leader noted was, ‘both welcome and beyond
doubt’7!
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The report, however, served to highlight a general lack of under-
standing about the complexity of ‘security policy, and how the
government should be organised to respond to threats and hazards of
the twenty-first century, and in doing so it recommended the
strengthening of the very institutions and Whitehall culture it sought
to change. It was, in short, a traditional approach to reforming
government, reflecting what Perri 6 suggested back 1997:

[F]unctions have been put together and pulled apart many times
during the twentieth century in the name of rationalisation. But
the particular rationales have often had less to do with synergies
of functions or the disappearance of old needs and the emergence
of new ones than with the need to give or deny power to
particular politicians of cabinet rank.72

At the same time, a national security approach was beginning to be
developed by Gordon Brown and his advisers, seemingly keen to
distance the former Chancellor from the former Prime Minister. The
result was a statement on constitutional reform in the summer of
2007:

[F]rom now on the Government will regularly publish, for
Parliamentary debate and public scrutiny, our national security
strategy setting out for the British people the threats we face and
the objectives we pursue. I have said for some time that the long
term and continuing security obligation upon us requires us to
coordinate military, policing, intelligence and diplomatic action
—and also . . . I have decided to establish within Government a
national security council.73

The creation of a ‘national security council’ was considered a useful
addition to government. Yet confusion over its role was confirmed
when Brown announced in Parliament that he was not creating a
national security council, as described by him the previous week but a
cabinet committee on national security. The reason for this
confusion, as described by one senior civil servant in the Cabinet
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Office at the time, was that there were ‘too many references to
“committees” in the green paper and we didn’t want to confuse
people’. The cabinet committee on national security would instead be
an amalgamation of three existing committees. Soon afterwards a list
of new cabinet committees on national security were made public
with one security analyst noting that all that had really occurred was a
rebranding exercise.74

The division of a major department of state remains fairly unique
in present day government. The process of reorganising a department
remains by far the most traditional and relatively straightforward
process in comparison with, for example, developing a collaborative
approach to a policy area that will impact on culture, process and
structures. At the more strategic end of government this becomes
more common with the creation of small units and secretariats that
endeavour to bring together disparate parts of the system and
coordinate their activities. The creation of the Civil Contingencies
Secretariat in 2001 is one such example.

Following 9/11, the crisis over fuel shortages, the foot and mouth
epidemic and severe flooding, the Civil Contingencies Secretariat was
created to bring together a range of responsibilities that had
previously been dispersed across a number of different departments.
Few disagreed that reform of emergency planning was very necessary
and so from the outset the Civil Contingencies Secretariat was
designed to identify and manage the risk of emergencies and
coordinate the response of government departments. As well as
providing a secretariat for the Civil Contingencies Committee (CCC)
the secretariat has a number of objectives including:

O  spotting trouble, assessing its nature and providing
warning

O  Dbeing ready to respond by tracking the preparedness of
organisations at national, regional and local levels
through formal preparedness assessments

O  building greater resilience for the future by developing
stronger resilience capabilities
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O providing leadership and guidance to the resilience
community through the development of a ‘national
resilience strategy’

O  providing effective management.”5

The reforms to Whitehall structures were complemented by the
creation of ‘regional media emergency forums’ (comprising media
organisations, local authorities, the emergency services, government
agencies and the utilities) and the corresponding communications
groups of ‘local resilience forums’76 The creation of a new secretariat
was strengthened by the appointment of a security and intelligence
coordinator in the Cabinet Office with the aim of ‘enhancing the
capacity at the centre of government to coordinate security,
intelligence and consequence management.”’

At the same time the existence of the Cabinet Office briefing rooms
were made public. COBR(A) or ‘Cobra; as it has become universally
known as in the media, refers to one of the briefing rooms — room A.
COBR(A) is a coordination facility based in the Cabinet Office,
activated during a national emergency such as a terrorist incident.
Key personnel from each department and agencies meet at the facility
to develop and coordinate a response (see figure 2).

The publicity surrounding COBR(A) was driven in part by an
understanding within government that the name was becoming a
recognised brand and signalled the importance of the situation and
that the government was getting a ‘grip of the situation’.