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Social Resilience and National Security – A British perspective 

 

Hindsight is a wonderful luxury, and one that I don’t wish to indulge. However, in 

the aftermath of September 11 our politicians made two strategic errors: they lost 

sight of the local drivers for terrorism, and they forgot that terrorists look to 

governments to do their work for them. The reason I want to start by looking back 

to these mistakes is because they are important in helping to explain why social 

resilience is critical to national security in the 21
st
 century. 

 

In the face of a massive and audacious attack like September 11, governments 

around the world lost sight of the fact that terrorism is always a social, political, 

economic and cultural phenomenon that needs local roots to take hold. Al Qaida 

might be an international network which plays on the concept of the ‘umma’, but 

distant and global concerns only gain traction when they relate to more local, 

everyday, and personal experiences, whether felt by the individual concerned or 

by the community from which they come. Al Qaida’s narrative of a ‘war against 

Islam’ is only compelling if the experiences of normal Muslims are characterized 

by disadvantage and discrimination.     

 

Unfortunately, this is true for Muslim communities in the UK. Almost one third of 

Muslims of working age have no qualifications and one-fifth of all Muslim young 

men are out of work. Bangladeshis and Pakistanis are two and a half times more 

likely than the white population to be unemployed and three times more likely to 

be in low-paid jobs; Muslim men, for example, are six times more likely than 

Christians or those with no religion to be taxi drivers. Muslims are over-

represented in the prison service, making up 3 per cent of the British population 

but nine per cent of all prisonners.  

 

This is not something limited to the older generations. Muslim children 

experience high levels of the risk factors associated with child poverty: 42 per cent 

live in crowded accommodation compared to 12 per cent for the population 



 

Page 2 

overall; and 12 per cent live in households without central heating, twice that of 

all dependent children. Over one third are growing up in households where there 

are no adults in employment compared to 17 per cent for all children, and 28 per 

cent live in a household without a car or van, as opposed to 16 per cent for 

children overall. 

 

I am not arguing that deprivation is a causal factor in radicalization; that being 

poor drives people to violence, although there is growing evidence that under-

employment is a risk factor. In fact, terrorists are never the poorest or most 

deprived individuals; Marc Sageman has shown that 75 per cent of Al Qaeda 

operatives are middle class or higher. While terrorists themselves do not embody 

a life of deprivation, its persistence gives credence to their messages of hatred 

and division, striking a chord with ordinary Muslims living in countries like the UK.  

 

The other key local factor for British Muslims is foreign policy, with many highly 

opposed to the war in Iraq and policy towards Israel/Palestine. But their fiercest 

anger is caused not so much by the detail of policy, but from the government’s 

refusal to allow open discussion about it. In the aftermath of the London 

bombings in 2005, the Home Office convened a series of workshops with Muslim 

community leaders aimed at working together to tackle violent extremism. There 

was enormous goodwill towards the government immediately after the attacks, 

but this was squandered when Ministers refused to include foreign policy on the 

agenda. This silly own goal reinforced the community’s sense of voicelessness, 

ironically at the very moment it had finally gained a seat at the table.  

 

The second mistake the government made was to forget that terrorists prefer to 

get other people to do their work for them. Too often, the things governments do 

in the name of ‘security’ alienate the very people they need to engage. When 

terrorists kill, their goal is not murder itself but something else, such as a police 

crackdown, which creates a rift between government and society that they can 

exploit. The type of top-down, hard handed approaches we saw in the aftermath 
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of September 11 played straight into Al Qaida’s narrative of grievance and 

injustice as many Muslims began to suffer under the new security regime. It is 

telling that in almost every focus group, interview or discussion forum I have 

convened I have come across Muslims who have been stopped and searched or 

detained at an airport long enough to miss their flight. This is now a significant 

part of their community narrative.   

 

A community-based approach to counter-terrorism 

Almost four years on from September 11, Britain experienced its own attack. We 

had been warned it was a case of ‘when’ not ‘if’, but this did nothing to lessen the 

blow. Perhaps if it had been carried out by foreigners it might have been easier to 

take in, but the fact that it was perpetrated by four apparently ordinary, British 

lads, from respectable families, left us wondering how to respond and gave rise to 

more thoughtful reflection on the value of heavy handed approaches. In the series 

of court trials we have seen since 2005, the depth of the problem has become all 

too apparent. In his first public address in 2007, the new Director General of the 

Security Service described the threat as “the most immediate and acute 

peacetime threat in the 98-year history of my service”. He went on to say, "As I 

speak, terrorists are methodically and intentionally targeting young people and 

children in this country. They are radicalising, indoctrinating and grooming young, 

vulnerable people to carry out acts of terrorism..”   

 

In the face of a threat as serious and sustained as that posed by Al Qaeda and its 

associated and inspired networks, governments must of course ensure they have 

the right measures in place to stop terrorists and punish them when they are 

caught. But in the aftermath of 7/7 we began to realize that the ‘hardware’ is 

useless without the ‘software’. So was born what Demos calls a community-based 

approach to counter-terrorism which now forms a central plank of the UK 

government’s own response.  

 



 

Page 4 

Communities need to be at the heart of our approaches to counter-terrorism for 

four reasons. First, and most obviously, they offer important sources of 

information and intelligence: our own in-built early warning system. This is 

especially important when terrorists are willing to inflict mass carnage without 

any warning. British intelligence services have been relatively successful at foiling 

attempts, but complain that they are getting very little information from Muslim 

communities to help them. Initiatives such as that to decentralize intelligence 

gathering through a new network of local MI5 branches will prove useless if the 

Service does not have trusted links into the communities.  

 

Second, communities picking up these signals are themselves best placed to act 

pre-emptively to divert their young people from violent extremism: the self-

policing society. Bread and butter counter-terrorism is not the stuff of police raids 

and intelligence infiltration, it is the everyday, mundane and unglamorous work 

done on street corners and in living rooms by concerned parents, friends, and 

neighbours. They are what we might call ‘the unlikely counter-terrorists’.  

 

Third, while the state must also play a role, communities must take the lead in 

tackling problems that either create grievances or hinder their ability to organise, 

such as poverty, poor educational and employment attainment, and the paucity 

of effective leadership and representation. Without a good community 

infrastructure, government policies and interventions often struggle to gain 

traction.  This point links most directly to what I will say about social resilience. 

 

Finally, the police and Security Service cannot act without the consent of 

communities they are there to protect. There are those who would argue that 

Muslims should tolerate inconveniences for the greater good, but this illustrates a 

lack of understanding about how security is delivered in practice – always through 

consent, never through force. The nature of the threat from Al Qaida and its 

associated networks means that the police will often need to intervene much 

earlier, thereby increasing the risk of making mistakes. Sustaining this practice 
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over the long term will be possible only if Muslim communities trust the police 

enough to give them the benefit of the doubt. 

 

I set out the principles of ‘community-based counter-terrorism’ in a 2006 Demos 

report called Bringing it Home. The approach has now been adopted by the British 

government, and we are working with a number of other governments – including 

Canada and Denmark – who are interested in this approach.  

 

Opening up security 

Community-based counter-terrorism is part of a much broader trend for non-

state actors to play a greater role in national security. Governments no longer 

have a monopoly on security. Since the treaty of Westphalia, when the concept of 

the modern nation state was born, the prizes worth fighting for have always been 

firmly within the gift of nation states: secrets, land, resources, people, and so on. 

But at the start of the 21
st

 century, companies, non-governmental organisations 

and ordinary citizens have important contributions to make, too. Security is no 

longer something that governments can do to you or for you on your behalf; it 

needs to be co-created by a much wider range of actors working in a networked 

and interdependent way.  

 

Resilience as a new framework for managing risks 

The high levels of complexity and interdependence characteristic of this new 

reality create systemic vulnerabilities that need to be managed. In other words, 

we cannot prepare for all eventualities, we cannot hope to elimate every threat, 

and the most important variable for success is the ability of actors to collaborate. 

Many have argued that resilience provides a useful framework for national 

security because it focuses on the system and the relationships between its 

different constituent parts, rather than external threats. Emphasis is placed on 

preparing our systems, institutions, communities and individuals to be able to 

deal with shocks and bounce back quickly to limit the disruption. It is defined as: 
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“The power or ability to return to the original form or position after being bent, 

compressed, or stretched.” 

 

In recent years, academics have broadened the concept to include the more 

human and social aspects of resilience: what we might call ‘social resilience’. Brigit 

Maguire and Patrick Hagan argued in a recent paper that resilience has three 

properties. First, resistance, which equates to the degree of disruption that can be 

accommodated without undergoing long-term change. Second, recovery, the 

ability to ‘pull through’ or bounce back. Third, and most important in the context 

of social resilience and national security, is creativity. In other words, resilience is 

not just about returning to an initial equilibrium. Rather, by adapting to new 

circumstances and learning from the disaster experience, higher levels of 

functionning (and thereby resilience) can be attained. 

 

Social resilience and national security 

A community-based approach to counter-terrorism puts social resilience at the 

heart of national security. It recognises the role of individuals and communities 

alongside governments, and stresses the importance of strong community 

infrastructure for problem solving, in the shape of community organisations, 

political parties and other forms of social activism. But I want to unpack in more 

detail what I mean by social resilience as the term is sometimes misapplied. Too 

often, especially in the British context, resilience throws up memories of the Blitz, 

the stiff upper lip, and the determination of Londoners to carry on as normal in 

the face of the German attack. In other words, it is associated with a defiant 

refusal to change in the face of an external threat.  

 

While the resistance of the British people no doubt played an important part in 

the eventual defeat of the Nazis, this kind of resilience couldn’t be any less 

appropriate today. At the beginning of the 21st century, change is the only 

constant. Britain has changed dramatically in the last 30 years: mass immigration, 

technological revolution, the end of deference, labour market reform, 
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globalisation and the emancipation of women in the public sphere have changed 

the face of society. The pace of change shows no signs of slowing, but as a society 

we try desperately to find something solid to cling onto in the face of what has 

become the quick sand of everyday life. It is from this setting that the current 

terror threat has emerged, and Al Qaida’s success can in large part be explained 

by its ability to play into these insecurities.  

 

It would be unrealistic to expect any society to undergo this level of change 

without experiencing problems along the way. As Saul Alinsky said, ‘Change 

means movement. Movement means friction. Only in the frictionless vacuum of a 

nonexistent abstract world can movement or change occur without that abrasive 

friction of conflict.’ Terrorism is an extreme manifestation of conflict, but in fact 

we see it all around us: heated arguments about the place of faith in largely 

secular societies; fierce assertions of fundamentalisms; the formation of 

isolationist movements, not least gated communities; urban riots; morbid levels 

of stress and its related diseases; the growth of violent crime; and a loss of 

tolerance for difference.     

  

Rather than recoil, we need to recognize friction and dissent for what it is: 

evidence of creative social resilience at play. What is important is how we respond 

– working with it in a positive way, rather than reacting against it in the hope of 

reestablishing a sense of order and stability that will always elude us.  

 

Social resilience is essential for Muslim communities in countries like the UK and it 

is its absence which explains both the emergence of the current terror threat and 

the communities’ inability to respond effectively so far. Any community that feels 

deprived, victimised or threatened will produce members who express their 

frustrations in a variety of ways. Some will look for positions of power to address 

injustices through official channels, or through the creation of their own 

community organizations. Some will throw themselves into tireless community 

work. Others will stand back in apathy or through a sense of powerlessness. Some 
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will make deeply personal political interventions – consciously or not – through 

their dress, behaviour, and interactions with non-Muslims. A small cohort will take 

to the streets in vocal protest. Sometimes – but not always – a minority will resort 

to violence. Terrorism is just one manifestation of the same social, political, 

economic and cultural forces.  

 

Until recently, there was a distinct lack of social resilience within Muslim 

communities. There was a paucity of community infrastructures within and 

between communities in the UK, which made mobilization difficult. Political 

disagreements were allowed to fester without a public vehicle for their 

articulation. The cautious emergence of such cross-cutting and interlocking 

structures has increased the social resilience of Muslim communities by providing 

mechanisms through which to act, communicate, and solve problems.  These 

structures are the vital building blocks for positive – rather than negative – social 

resilience.  

 

However, rather than bringing reassurance, the proliferation of these 

organisations and activities has in large part been a cause for concern. First, 

because there is a general and long-standing lack of understanding about Islam 

and cultural differences which means that actions are often misinterpreted. This is 

not helped by a latent suspicion of Islam. As Sara Silvestri put it, ‘The idea of Islam 

as a ‘problem’ continues to exist in Europe not only as a legacy of past history, 

stereotypes and narrow minded attitudes but also as a consequence of the 

increasing visibility of political Islam and its increased physical proximity to 

Europe’. It is true that Islamism is growing in popularity amongst young Muslims, 

largely because Islamist groups are the only ones willing to discuss the political 

concerns of young people. But we must be careful to remember that Islamism is 

not inherently violent and if these groups offer an outlet for frustrations they are 

perhaps part of the solution, rather than the problem. However, its detractors are 

able to take advantage of the knowledge vacuum and paint a very different 

picture.  
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The depth of this misunderstanding was brought home to me at a recent seminar 

when a Muslim speaker – a friend of mine – openly admitted to being a radical, a 

fundamentalist and an Islamist, but one who does not condone terrorism or 

advocate violence in any way, two positions which are not necessarily 

contradictory. As one might imagine, this generated unease within the group. 

What is perhaps more surprising, though, is that the audience was not made up 

conservative reactionaries, but of security experts and practitioners. 

Misunderstanding about the relationship between violent and non-violent radicals 

runs deep, even within our national security apparatus.    

 

Second, this mobilization causes distress because the climate of hysteria has 

resulted in extreme risk aversion. A succession of mosques, institutions, groups 

and individuals have had the finger pointed at them in television programmes, 

newspaper articles and think tank reports, but are rarely offered a ‘right to reply’. 

This has implications beyond the reputational damage of those concerned: it is 

influencing government policy. In private, officials admit that they are reluctant to 

partner with organisations that have been through the ‘naming and shaming’ 

process, the evidence for which rarely amounts to more than a remote, distant or 

historical link to an Islamist group overseas. They are not prepared to be the one 

to challenge this view. 

 

In short, this mobilisation is causing friction; buttons are being pushed and 

boundaries crossed, which plays on deeply-held uncertainty about life in Britain. It 

is easy to interpret the fallout as evidence of the need for social or community 

resilience – when in fact, what is happening is actually a sign of its emergence. 

Politicians must avoid the temptation of trying to tame these movements, and 

instead learn from the rich mix of social and political entrepreneurialism that is 

emerging.  And as Salma Yaqoob, a Muslim councilor from Birmingham, reminds 

us, these new structures are not just the outward signs of social resilience, they 

also offer practical alternatives to divert young people from violent extremism. 
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She wrote, ‘…it is only by encouraging the widening of this progressive expression 

of Muslim radicalism that the political purchase of strategies based on either 

terrorism or Muslim sectarianism can be minimised.’  

 

The point about risk aversion should not be underestimated. Governments have 

to make difficult choices about who to work with. Choosing to privilege a group 

which turns out to have links to terrorism could set back its efforts by years. 

Public meetings can give political legitimacy to groups which don’t deserve it. And 

partnering with one organization will always send a message to the rest of the 

community, potentially in a way that closes down other relationships, rather than 

opening them up. The scientists tell us that for every action there is a reaction, 

and so it is too with government intervention, especially when there is political 

power and money on the table.   

 

It is also important to recognize that there are types of social resilience that are 

helpful in preventing terrorism but which do little or nothing to help foster 

cohesion between communities. Our work has highlighted the fact that those 

closest to terrorists in ideology and world view are often best placed to bring 

young people back from the brink of violence. But these groups are often insular 

and separatist, and have values in conflict to those which western liberal 

democracies seek to project and embody. Governments must walk a tightrope in 

quietly encouraging these types of social resilience, without privileging them in 

terms of political legitimacy.   

 

With the exception of the most extreme groups, most of the activism within 

British Muslim communities is a good thing, even though it can be somewhat 

rough around the edges and be highly challenging. Failing to see it for what it is – 

an enormous opportunity in national security terms – is problematic in a number 

of ways. First, we are likely to alienate precisely the communities we need to work 

with to defeat terrorism. Second, those communities are denied their legitimate 

right of protest and activism, so critical for a community which suffers such 
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staggering levels of deprivation and discrimination and is therefore in desperate 

need of change. Third, we risk pushing people and activities underground and 

towards the harm we seek to prevent. And finally, as a country we lose the 

political dynamism and energy of a new generation of Muslims at a time when our 

democracy needs this kind of engagement more than ever before. Great leaders 

are born at times of political change, and one can’t help but wonder whether the 

current crop of Muslim activism will bring us some of our political leaders of the 

future.  

 

Conclusion 

So in conclusion, social resilience is an essential component of national security in 

the 21
st
 century, but we must be clear about what we mean. Resilience is not just 

about bouncing back. First, because there is no equilibrium to be reestablished: 

change is the only constant. Second, because terrorists rely on the persistence of 

real and perceived grievances, and until we tackle those problems the threat will 

continue. And third, the threat and our responses to it are highly interdependent 

so something needs to break the deadlock. The kind of social resilience we need is 

therefore transformative rather than conservative. It is delivered by a strong and 

mobilized society, not a passive and subservient one.     

 

Far from offering a panacea, therefore, social resilience creates as many problems 

for government as it solves. They must make difficult choices about who to 

engage with and will often make the wrong decisions. The organizations and 

structures that offer social resilience will not always be friendly partners; many 

will be highly critical of government. And we must certainly not mistake social 

resilience for community cohesion. Social resilience – real social resilience – will 

often be the hardest choice, not the easiest one.  

 

 

 


